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Additional cybersecurity information and links to resources from the speakers in each session.

Session 1 — Welcome and Opening Keynote
Lt. Governor Karyn Polito
Dominic J. Sarno, Mayor, City of Springfield
Dr. John B. Cook, President, Springfield Technical Community College
Stephanie Helm, Director, MassCyberCenter
Resources:
¢ Commonwealth of Massachusetts — Mass.gov
e City of Springfield — Springfield-ma.gov
o Springfield Technical Community College — STCC.edu

Session 2 — Cyber Threats to Massachusetts Municipalities

Sam Curry, Chief Security Officer, Cybereason
Daniel King, Chief of Cybersecurity, Region 1 (New England),
DHS Cybersecurity & Infrastructure Security Agency (CISA)
Detective Lieutenant Brian Gavioli, Commonwealth Fusion Center
Josh Moulin, SVP, Center for Internet Security/ MS-ISAC, Moderator
Resources:

e Cybereason - Cybereason.com
o Cybersecurity and Infrastructure Security Agency — CISA.gov

o Cyber Hygiene Services - https://www.cisa.gov/cyber-hygiene-services

o Election Infrastructure Security - https://www.cisa.gov/election-security

0 Mis-, Dis-, and Malinformation (MDM) Resource Library - https://www.cisa.gov/mdm-resource-library
o Commonwealth Fusion Center - https://www.mass.gov/info-details/overview-of-the-department-of-state-

polices-commonwealth-fusion-center
e  Multi-State Information Sharing and Analysis Center - https://www.cisecurity.org/ms-isac/

Session 3 — SOCs, Cyber Ranges, and Municipalities
Mary Kaselouskas, Vice President & Chief Information Officer, Springfield Technical Community College
Jackson Perez, Student, Springfield Technical Community College
Peter Sherlock, President, Sherlock Advisors
Mike Steben, Network Administrator, City of Westfield
Stephanie Helm, Director, MassCyberCenter, Moderator
Resources:

o Springfield Technical Community College — Springfield Technical Community College | Home | STCC
e City of Westfield — https://www.Cityof\WWestfield.org/
e MassCyberCenter — MassCyberCenter.org

Thank you to our Gold-level Sponsor for their Generous Contribution! Please visit their
Booth to find out more about their products and services.
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2022 Massachusetts Municipal Cybersecurity Summit — Passport of Resources (continued)

Session 4 — Leadership Remarks
Secretary Curt Wood, Commonwealth of Massachusetts Chief Information Officer,
Executive Office of Technology Services and Security

Undersecretary Jeanne Benincasa Thorpe, Homeland Security Advisor to the Governor,
Executive Office of Public Safety and Security

Resources:

o Executive Office of Technology Services and Security - Executive Office of Technology Services and
Security | Mass.gov

o Executive Office of Public Safety and Security - Executive Office of Public Safety and Security | Mass.gov
o CISA | State and Local Cybersecurity Grant Program - https://www.cisa.gov/cybergrants

Session 5 — Zero Trust
John McKenna, President, Advanced Cyber Security Center
Ryan Heidorn, Co-founder and Managing Director, Steel Root
Resources:

e Advanced Cyber Security Center - ACSCenter.org
e Steel Root - SteelRoot.us
o NIST SP 800-207 Zero Trust Architecture - https://csrc.nist.gov/publications/detail/sp/800-207/final
e CISA | Zero Trust Maturity Model - https://www.cisa.gov/zero-trust-maturity-model

e Executive Office of the President | Office of Management and Budget (OMB), Federal Zero Trust
Architecture Strategy - https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf

Session 6 - State Resources, including State and Local Cybersecurity
Improvement Act Grant Program
Colby Cousens, Director of IT, Town of Danvers
Susan Noyes, Office of Municipal and School Technology,
Executive Office of Technology Services and Security
Meg Speranza, Resiliency Program Manager, MassCyberCenter, Moderator
Resources:

o Office of Municipal and School Technology | EOTSS - htips://www.mass.gov/orgs/office-of-municipal-and-
school-technology
e Community Compact Cabinet - https://www.mass.gov/orgs/community-compact-cabinet

e Contract User Guide for ITS78: Statewide Contract for Data, Cybersecurity, and Related Audit,
Compliance, and Incident Responses Services | OSD - https://www.mass.gov/doc/its78/download

e Town of Danvers - https://www.DanversMa.gov/
e MassCyberCenter - MassCyberCenter.org

Session 7 — Breakout Sessions

LIVE sessions intended to provide the opportunity for municipalities to learn more, ask questions, and discuss topics vital to
the cybersecurity of their city and town. Topics include the Minimum Baseline of Cybersecurity, Critical Infrastructure, Zero
Trust, Regional Cybersecurity Centers, and Commonwealth Resources for Municipalities.

Session 8 — Closing Keynote and Thank You
Nitin Natarajan, Deputy Director, DHS Cybersecurity & Infrastructure Security Agency (CISA)
Stephanie Helm, Director, MassCyberCenter
Resources:

e Cybersecurity and Infrastructure Security Agency - CISA.gov
o0 ShieldsUp - https://www.cisa.gov/shields-up
o Joint Cyber Defense Collaborative (JCDC) - https://www.cisa.gov/jcdc
0 Resources for State, Local, Tribal, and Territorial (SLTT) Governments -
https://www.cisa.gov/uscert/resources/sltt

e MassCyberCenter - MassCyberCenter.org
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