






Role: LEADER 

Details: 
The Leader is the most senior-level position at the 
Organization. They are responsible for: 

• Making strategic, high-level decisions and
managing the Organization

• Managing all team members and Roles

As the spokesperson for the Organization, 
Communications/Media works with the Leader on 
speech writing and issuing public statements. 

The Leader is the final approver for any IT actions 
taken across Organization networks that may disrupt 
services. 

Things to consider in the Leader Role: 
• What are the risks to the organization if a 

cybersecurity incident occurs? 
• What are the Leader's responsibilities to 

customers, employees and other constituencies? 
• What Roles should be involved in discussions 

about cyber incidents? Why?

Also Known As: CHAIR - CEO - PRESIDENT -

MAYOR - SUPERINTENDENT 



Role: COMMUNICATIONS/MEDIA 

Details: 
Communications/Media is responsible for creating 
content for all internal and external communications 
and working with the Leader on writing speeches 
and issuing public statements. 

T hey also manage the Organization's social media 
accounts and post content 4 or 5 times per week. 
To make it easy for the Communications/Media 
team to access the accounts, they share one 
complex password. 

Things to consider in the 
Communications/Media Role: 

• What Roles should be involved in content 
creation/communication about a cyber incident? 

• What is the Organization's legal responsibility?
• What, if anything, needs to be communicated 

and to whom? 
• How should things be communicated (email, 

mail, public statement, press, other)? 

Also Known As: MARKETING - PUBLIC RELATIONS 

- COMMUNITY RELATIONS - SPECIAL EVENTS



Role: LEGAL/RISK/COMPLIANCE 

Details: 

Legal/Risk/Compliance is responsible for writing 
and reviewing, and interpreting the Organization's 
policies, contracts and decisions on organizational 
risk and legal requirements. 

Legal/Risk/Compliance also manages the 
relationship with the cyber insurance company. 

Things to consider in the Legal/Risk 
Compliance Role: 

• What is the Organization's legal responsibility in 
the event of a cyber incident? 

• What, if anything, needs to be communicated 
and to whom? 

• When does the Organization notify the cyber
insurance company of an incident?

Also Known As: GENERAL COUNSEL - OUTSIDE 

COUNSEL - GOVERNANCE - RISK 

MANAGEMENT 









Role: HUMAN RESOURCES (HR) 

Details: 
HR oversees all personnel decisions in the 
Organization. 

HR in collaboration with other departments also 
creates: 

• Organizational policies, including employment 
policies, acceptable use policies, and more

• A robust employee benefits package to round 
out the compensation package 

HR reports to the Leader and is the primary contact 
for employment, disciplinary actions, and promotion 
decisions. 

Things to consider in the HR Role: 
As the overseer of all personnel decisions in the 
Organization, HR sees a lot of "strange pieces" of 
information that may indicate malicious behavior on 
the part of employees. 

• When does information get escalated to other 
Roles/departments?

• Who do you notify? 

Also Known As: WORKFORCE MANAGEMENT 

 



Role: SECURITY/LAW ENFORCEMENT 

Details: 
Security/Law Enforcement is responsible for the 
Organization's physical safety by: 

• Investigating all threats related to physical
security or employees 

• Communicating reportable security incidents
to law enforcement or regulatory agencies

• Owns/updates crisis management and incident 
response plans

The team works closely with Operations to ensure 
the facilities are secure. 

Things to consider in the Security/Law 
Enforcement Role: 

• What is the Organization's legal responsibility 
in the event of a cyber incident?

• Who would be logical contacts for
Security/Law Enforcement to develop prior to
an incident?

Also Known As: PUBLIC SAFETY -

POLICE - CHIEF SECURITY OFFICER 































Scenario: SOCIAL ENGINEERING 

Details: 

A member of the Operations team goes on vacation 
to the Caribbean for a well-deserved two-week 
vacation. 

When the employee returns, she discovers that while 
she was out, someone contacted HR via her work 
email to change her banking information. 

HR changed the banking information, and the 
employee's last paycheck was not deposited into her 
account. 

Notes: 

• What can the organization do to report this 
and try to recover the funds?

• Which Roles would be involved in identifying,
responding, and recovering from this incident?

• What are some precautions the organization
can take to guard against this -- both technical
and non-technical?

• Do you have a cyber incident response plan 
that identifies this type of threat and how to 
respond to it? 

 









Scenario: INSIDER THREAT 

Details: 

A member of the Operations team has been making 
negative comments about Organization employees, 
as well as negative statements about a product 
currently being developed. 

The employee's manager has given the employee 
feedback about negative comments concerning 
products and other employees in the past and 
counseled them not to make such comments. 

The most recent comment made by the employee, 
as reported by another member of the Operations 
team, was, "If it was up to me, I would never let this 
product make it to market." 

Notes: 
• Does your organization have an Insider

Threat Policy?
• Which Roles would be involved in discussing

this situation?
• What characteristics should be considered as

part of an "insider threat?" (Access to
information, attitude/intent, performance,
technical activity, criminal intent, and more.)
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