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Nicholas Carroll

• Manager, Cyber Incident Response at Nightwing 

• Supporting Fortune 500 clients and government

• Coming up on 20 years in the field

• Worked everything from Help Desk to CISO

• Connect:
https://www.linkedin.com/in/nicholasacarroll/

• Email: nicholas.carroll@nightwing.us

https://www.linkedin.com/in/nicholasacarroll/
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“You have no privacy.

Get over it!”
-Scott McNealy, CEO of Sun Microsystems, 2008



Evil Twins



Digital Twins?



Digital Twins?
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Typical SOC Observations

• Initial Access was the top MITRE Tactic again 
this month

• This aligns with the top two detected 
Techniques:

• T1566 – Phishing

• T1598 – Phishing for Information

• While stealer infections continue to be a 
dominant concern and detection, there was a 
spike in detections for hacking tools including 
SharpHound

-Nightwing February 2025 SOC Report
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Open Fraud

• Executive and brand impersonation goes beyond internal targets
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OSINT:
A Double-
Edged Sword



Data Brokers
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Social Media



Dark Web 
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Executive monitoring is a 

function of risk reduction, for the 

individual and the organization.



Potential Program Elements

• Cyber-Physical Concerns

• Social Media Monitoring

• Dark Web Monitoring

• Typo Squat Monitoring

• VIP Trainings & Briefings

• Executive Personal
Device Protections

• Goal: Interrupt your adversaries
Intelligence Operations
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Getting Started

• Decisions and Planning:

• Is Executive Monitoring a cyber function only? Physical?

• Where will the program live?

• Who will need to be involved?

• Legal

• HR

• Crisis Communications

• Executives

• Is an impersonation or issue discovery an event that triggers incident 
response workflows?

• What OSINT and defense tools can you start with today?



Weighing Risks

• Tuning Executives into digital 
ghosts also carries business 
risk.

• Can you get Executive buy-in for 
extreme measures? Can you 
get Executive buy-in for 
covering their personal 
devices? Their family 
members?

• Does going too far interrupt 
shareholder communications 
and concerns?



Start Where You Are

• If you have cyber defense tools, put them to use!

• Recorded Future, SOS Intel, Intel 471, SiloBreaker, etc.

• Even open-source tools like SpiderFoot, OnionLand, Torch, etc.

• Train users on safe social media practices including restricting their 
personal and family accounts to private, trusted circles.

• Monitor data broker information that’s publicly exposed and consider 
restricting that information through data broker privacy services.

• If Executives aren’t interested in connecting personal and family 
devices to corporate networks, consider a partner organization to 
tackle security for their personal devices.
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