Scenario: INSIDER THREAT

Details:

A member of Operations has been making negative
comments about Organization employees, as well as
negative statements about a product currently being
developed.

This is not the first time this has happened. The
employee’s manager has given the employee
feedback in the past about negative comments
concerning products and other employees and
counseling them not to make such comments.

The most recent comment made by the employee,
as reported by another member of the Operations
team was, “If it was up to me, | would never let this
‘poison’ make it to market.”

Notes
e Does your organization have an Insider Threat
Policy?

e Which Roles would be involved in discussing
this situation?

e What characteristics should be considered as
part of an “insider threat?” (Access to
information, attitude/intent, performance,
technical activity, criminal intent, implied or
direct threats, workplace violence, etc.)





