
Scenario: PHISHING 
Inject 2 

Role: OPERATIONS 

Detail: 

• Employees from several different
Organization locations are calling Operations
to say that the HVAC is not working in their
location.

• Operations is unable to log into the Building
Automation System portal to check
temperatures and adjust settings.

What do you do with

this information? 

CISA Cybersecurity Performance Goal: 

Limit OT Connections to Public Internet (2.X) 

MassCyberCenter.org 




