
Scenario: PHISHING 
Inject 7 

Role: HUMAN RESOURCES 

Detail: 
• The HR Director just received an email from a

strange email address that claims to be from
the Ransomware attacker.

we have copied all your sensitive 
employee and customer records and are 
prepared to post this information on the 
internet for all to see unless you pay us 
$500,000 in Bitcoin by this Friday. That is 
two days from now. 

Tomorrow the price will go up. Time is 
money. 

If you don't believe we have any data 
you can contact us and ask for proof. 

when you pay us the data will be removed 
from our disks and we provide decryption key 

contact us here. 

What do you do with

this information? 

CISA Cybersecurity Performance Goal: 
Incident Reporting (4.A) 
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