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About

Zack is a Digital Forensics and Incident Response professional
with over 5 years of experience working in Information Security. Passion for Security
As a Managing Director, Zack oversees the Incident Response

practice at Raven. He takes charge of the most challenging Sepstonae bev reasencne e eorols

engagements, while working with customers to get the incident response investigations, and
answers they need. He has led engagements for several brings experience, knowledge and
enterprise cyber attacks. With a strong technical background, empathy when guiding customers
combined with a Master’s in Business Administration in through stressful cyber incidents.

Information Technology, he has a well-rounded information
security approach and competency communicates both

*+ Holds an Associate's Degree in
Criminal Justice, a Bachelor's Degree

technical and management perspectives. in Cybersecurity and Networking, and
a Master's of Business Administration
Previous Focus Areas degree in Information Technology

Prior to Raven, Zack worked in Incident Response consulting Holds the GIAC GCFE, GCFA, GCPN
for both a large consulting firm and an Insurance agency. iggi?i/'c'gi?;?f AZ200 BNEl 5200
Zack's career in Cybersecurity began with the Massachusetts '

State Police Cyber Crimes and Digital Forensics Unit.
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MFEA Bypassing
Technigues



Social Engineering

“Social engineering is a manipulation tactic that exploits human error to steal data, spread malware,
or access systems. These ‘human hacking’ attacks can occur online, in person, or through other

interactions.”

— Kaspersky

“Hi 's fror your IT
department — there's “Your bank account is A fraudulent site
an urgent issue with lockec. Clic« herz to desigrneac 0 .ok like

your account, and | verify your identity: a legitimate login

page, tricking users
into entering their
credentials.

neea your login hacker.com’
credentials to fix it.”
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MFA Fatigue

« Credential stuffing + weak passwords

« Binary MFA method bombardment
(Push, Call, Text)

« User accident or frustration enabling
access

What to look for?

« Unexpected MFA calls/prompts
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SIM Swapping

How a SIM Swap « Social engineering of cellular

Scam Works: company
* YOUR phone number transfers to
attacker phone

Attacker collects

& e e, 1 « Attacker receives Phone or SMS MFA
intended for your phone number

I \ media, phishing, etc.)
Now, thief gets incoming Thief calls phone
calls and texts meant for service provider,
— the victim — including impersonates

account access codes. z : victim.
What to look for?
Thief tricks carrierinto
@ switching victim’s mobile

number to SIM card on

Fhiers phone « Not receiving expected calls or texts

SECURITY NATIONAL BANK .
SNBonline.com
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Adversary-in-the-Middle (AITM)

T - - — » Attacker controlled welsite

Attack Phishi il Redirector iTM phishi Credential o -, :
tta:-: er shing ema edirector pages A pgg: ng mm;ﬁ::z:;nd MImICS |Og|ﬂ page
| theft « Authentication token captured
| .
i ) | * Impersonation of user
e
! | |
| |
——————— 8L @0 =
Attacker : Emails read and BEC I External What to look for?
authentication via I mailbox rules campaign | recipients
stolen se_ssiun I added :
ooe | ________ Targetnetwork, « Unfamiliar website URL when logging
INnto a site

login.microsoftonline.com vs. attacker-badsite.com
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Fortitying the Weake
Link

What's the patc



Actionable Strategies to Prevent MFA Bypass

Smart User
Behaviors

Use strong, unique
CESWelgelS

Don't reuse passwords — ever

Decline unexpected MFA
prompts

Never enter credentials from
links or attachments
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Modern
Authentication
Methods

Adopt phishing-resistant
MFA

« FIDO2

«  WebAuthn

Avoid binary Yes/No MFA
when possible

Avoid SMS-based one-time
codes when possible

@ Security Controls
& Policy

Enforce Conditional Access
 Device compliance
« Georestrictions

Tie authentication to verified,
compliant devices
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Emergency Incident
Response:

Thank you!
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