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f MassCyberCenter

at MassTech

PURPOSE

The MassCyberCenter strives to create
a diverse, vibrant, and competitive
Massachusetts cybersecurity ecosystem
that enhances resiliency for public and
private entities, provides workforce
development opportunities, and
elevates public cybersecurity
awareness.

CORE FUNCTIONS

Strengthening Cyber Resiliency Across Massachusetts

Convene public and private sector leaders monthly to help Commonwealth municipalities
and critical institutions protect data, increase cybersecurity awareness, and respond to

emerging threats.

Resources to Support Cybersecurity Training and Protection
Providing resources to strengthen cybersecurity including an initiative to establish
statewide network of Cyber Ranges and Security Operations Centers (SOCs) through a
non-profit entity known as CyberTrust Massachusetts. This will address cyber resiliency
for local governments, non-profits and small businesses while diversifying and expanding

the cybersecurity talent pipeline.

Convening Cybersecurity Stakeholders and Ecosystem

The Massachusetts cybersecurity ecosystem offers an unparalleled concentration of top
cyber firms, workforce, R&D centers, and universities; global leaders in healthcare,
financial services, defense, manufacturing, life sciences; and informed and engaged
public sector leaders that are driving cybersecurity policy and programs.

Talent pipeline
The MassCyberCenter created the Cybersecurity Mentorship Program and the Alternative

Cyber Career Education (ACE) Grant Program to grow the Massachusetts Cybersecurity
Talent Pipeline. These programs provide opportunities for Massachusetts residents of all
backgrounds to include re-trainees, veterans, high school, and college students to learn
about careers in cybersecurity and develop their professional networks through direct
engagement with industry professionals.



Commonwealth SOC / Range Initiative: MassCyberCenter created CyberTrust Massachusetts as the tool for delivering SOC
services to municipalities, small businesses, and non-profits with the support of student employees, as well as Cyber Range
services to train students to enter the workforce and upskill professionals
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Cyber Range (FY25) SOC (all years)
» 3508 individuals trained on Cyber Ranges, including: | > 61 organizations received SOC services
2789 students (K-12, UG, Grad) 0 29 entities currently receiving MDR
719 professionals » 55 SOC student employees
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Playing Offense on Defense

Governor Healey Launches
Defense Sector Initiative to
Strengthen National
Security Leadership
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WHEREAS, convening stakeholders to share their experiences and best practices in
defense sector initiatives can lead to more effective strategies to improve inclusion of, and
opportunities for, small, emerging, and diverse businesses, institutions of higher education, and
non-profit organizations in Massachusetts; :

Section 1. Execufive Branch Review of Opportunities for Defense Sector Alignment

All executive department offices shall review existing and planned initiatives to identify
opportunities to create new economic growth for defense sector organizations in Massachusetts
and to increase support for individuals seeking to navigate state agency defense sector initiatives.
This review shall explore initiatives including, but not limited to: grant programs, tax incentives,
STEM education, workforce development, higher education, energy and environment, veterans’
services, and military family support. Executive department offices shall also consider whether
new programs or policies would help to accomplish these goals.

Within six months of this Order, each executive department office will report back to the Governor
and Lieutenant Governor on its findings. Thereafter, each executive department office shall
continue its focus on defense sector initiatives and, as appropriate, present additional issues and
actionable policies to the Governor and Lieutenant Governor.

Section 2. Strategic Hub for Innovation, Exchange, and Leadership in Defense Working
Group
There is hereby established a Strategic Hub for Innovation, Exchange, and Leadership in Defense

(SHIELD) Working Group to advise the Governor and Lieutenant Governor on advancing the
defense sector in Massachusetts,
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yvbertrust

Massachusetts

Building opportunity and security in partnership with business,
higher education and government.

CyberTrust Massachusetts, Inc.

SOC Overview

Pete Sherlock, CEO

pete@cybertrustmass.org

www.cybertrustmass.org



CyberTrust Mission:

Grow the Cyber Workforce
Increase the pipeline of skilled, experienced, and diverse cyber candidates via hands-on,

experiential learning environments (SOCs, cyber ranges).

Create Opportunities
Offer students and workers at all career stages, from all backgrounds statewide, access to

advanced cyber education and training programs linked to cyber employers.

Strengthen Security

Provide local governments, non-profits and small businesses with affordable cybersecurity

services to manage their defenses and combat growing cyber threats.

© CyberTrust 2023 12



Leadership team

Pete Sherlock
President / CEO

MITRE
Chief Operating Officer,
SVP Defense/Intel business

MOTOROLA BROADBAND
VP/GM Network
Infrastructure

Jeff Cassidy
Security Operations Center
Director

TIX
Built and led Global SOC

BJ's WHOLESALE
Manager, Cyber Threat
Operations and Engineering

BOSE
Global Security Architect

Dave Cronin
Head of Advisory Services

BINARY DEFENSE
Chief Delivery Officer

CAPGEMINI
VP of Cyber Practice - North
America

BOOZ ALLEN
Principal — Cyber / GRC Practice
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FM GLOBAL
Information Risk Consultant
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Cyber Terrorism Program
Manager
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CyberTrust statewide SOC

“Like a teaching hospital for cyber”

*  Operations began January ‘24

Cities, Towns m Small/Med »  Statewide virtual operations

and Schools Businesses

Student

Analysts * 4 physical facilities

. * Local government, nonprofit, small/med
AdVISOI’y & business customers

Msonlt_o“ng RAPID) «  Student SOC analysts
gz- Sch ervices \

Sprimafichd Technical Comenunity College

* Industry leading technology partners

h

* Disciplined, repeatable processes

BRIDGEWATER

STATE UNIVERSITY

Technology Partners

© CyberTrust 2024 14



Current Intern Team

Senior Intern Senior Intern

. Eraimy Rodriguez Maryna Pasiuk LJ Tirado Grace Smalley Daren Vong Ashanti Dejesus Adam Abibi
M?ryam Choydhgry NYX Bigler Franklin Cummings Per Scholas Bridgewater State Bridgewater State PR as Franklin BSU
Simmons University Simmons Tech University University Cummings Tech
University

A\
i Kendrik Hernandez Azan Bai
Edwin Polanco Pat Curry Aaliyah Oliveira Nathan Bartlett Lamont Redd Vivian Kwong CaglesChavez Salem State University UMass Bosfon

Per Scholas Bay Path University BSU Per Scholas STCC UMass Boston e 1On

e 25 currentinterns
* 41 alumni

* 68% placement rate

Saida Sadikova Younes Kouskouss Tyler Barros Asmaa Amiar Nathaniel Simpson
MassBay UMass Boston BSU UMass Lowell MassBay
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ZERO TRUST

MDR SERVICES

Our services give you 24/7 expert
monitoring, threat detection, and fast
alert resolution. We defend by
correlating data across endpoints and
networks to provide deeper visibility
and analysis.

What You Get:

v’ 24/7 threat monitoring and
response across endpoints,
network, and cloud.

v’ Expert investigation and
containment to stop attacks quickly
and reduce impact.

v' Unified visibility and reporting to
strengthen your security posture
and reduce internal workload.

ADVANCED EMAIL
PROTECTION

Email is the primary vector for

ransomware, phishing, and data theft.

Our advanced filtering remediates
these threats before impact.

What You Get:

v’ Advanced detection of phishing
and email-based attacks

v Automatic removal of dangerous
attachments and malicious links

v’ Real-time analysis of suspicious
messages

APPLICATION CONTROL &
ZERO TRUST SERVICES

Compromised accounts and
malicious software are the most
common entry points for breaches.
Our advanced endpoint protection,
threat intelligence, and continuous
monitoring defend against exploits.

What You Get:

v’ Control over which applications
can run on your systems

v" Containment of unauthorized
software and programs

v Reduced attack surface and lateral
movement opportunities

LOG & ALERT CONSOLIDATION

Security events happen constantly.
This service ensures you're aware of
threats and have the evidence
needed to investigate and prevent
them.

What You Get:

v Near Real-time visibility into what's
happening on your network

v' Alerting of unusual behavior and
potential breaches

v' Activity records for compliance
audits and investigations

v’ Faster response to security
incidents

© CyberTrust 2023 16




Advisory Services
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A cyber assessment identifies vulnerabilities,
misconfigurations, and gaps in your security
program before attackers can exploit them. It also
provides a clear, prioritized roadmap to reduce
risk, strengthen controls, and meet compliance
requirements.

v’ Clear visibility into your security posture
through a targeted assessment of controls,
policies, and technical configurations.

v’ Actionable remediation guidance prioritized by
risk and impact to strengthen your
environment quickly.

v’ Expert-led review and validation to align your
program with best practices and relevant
compliance frameworks.

A CMMC readiness assessment pinpoints gaps in
your current practices, policies, and controls so
you know exactly what must be fixed to meet
the required maturity level. It also reduces audit
risk by ensuring you’re fully prepared and can
effectively respond to the formal CMMC
assessment on the first attempt.

v' Full gap assessment against your target
CMMC level with prioritized remediation
steps.

v Documentation and policy support to align
your practices with required controls.

v’ Audit preparation guidance so you enter the
formal assessment confident and ready.

A CMMC assurance program keeps your
environment continuously aligned with CMMC
requirements, eliminating the risk of slipping out
of compliance between audits. We can monitor
controls, update documentation, and close gaps
proactively.

v’ Continuous compliance management:
Monitoring, policy upkeep, evidence collection,
and control validation.

v’ Proactive gap detection: Early identification and
remediation of control drift, config issues, and
documentation gaps.

v’ Dedicated advisory support: Direct access to
CMMC experts for guidance, updates, and audit
preparation..

© CyberTrust 2025
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CMMC Control Remediation

ALL CMMC controls can technically be

Advisory Can addressed from either:

Address ) e . : )
60% — An Advisory initiative (i.e. audit,

documentation, evidence, etc.), or

— A Managed Service (i.e. monitoring, alerting,
logging, etc.), or

— A combination of Advisory and Managed
Service to remain in compliance (i.e. initially
Sharded - MSS harden an asset, document the configuration,
& Advisory and then monitor that asset for deviations or

Responsibility changes to the configuration.)
16%

MSS Can TBD Controls will require additional research
Address .r . .
o and clarification but ultimately can be

addressed via Advisory and Managed Services

© CyberTrust 2023 18
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Next Steps

v’ Participate in Working Group to provide feedback on
CMMC prototype

v’ Participate in Spring 2025 UMass Lowell SOC
ribbon cutting

Fill out SHIELD survey Cyber Resilient MA Grant

19
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Wrap Up and Thank You

Please send gquestions or comments to
MassCyberCenter@MassTech.org.
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