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Goals
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Understand key risk 
areas in healthcare 
environments 

1
Recognize how 
modern threats 
(including AI-
enhanced ones) raise 
the stakes 

2
Walk away with 
prioritized defensive 
controls aligned to 
HIPAA and 
operational reality 
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The Wall of Weaknesses

3

Vulnerabilities Credential
/Identity 

Risks 

Human/
User 
Error

MisconfigurationsCode and 
Application 
Weaknesses

Inadequate 
Security



Agenda

Using AI tools for phishing Living off the land discussion Zero Trust Tools Best Practices 



Google 
Gemini
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Social 
engineering 
attack on me
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Initial 
request 
to 
Claude



Claude 
Training me



Claude Training me





Claude Building Phishing Landing Page for Me



Claude’s 
explains 
why China 
would 
jailbreak it



Claude’s 
recommended 
Living off the 

land Tools



LOTL Tool 
Example -
WINDOWS 

WMI



Claude’s Recommendations



ChatGPT Scripting
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ChatGPT 
Denial
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Live Off the Land Tools – Zero Trust
• Windows Command Prompt (cmd.exe): Command prompt can be used to live off the land and execute many malicious processes.

• Windows Command Prompt Net (Net Command): The net Command Prompt command manages almost any aspect of a network and its 
settings, including network shares, network print jobs, and network users.

• Windows Powershell Full Language mode: The FullLanguage mode permits all language elements in the session. FullLanguage is the default 
language mode for default sessions on all versions of Windows. This is dangerous for hackers to be able to exploit in an operating system, 
and several bypass methods are available to bypass restricted mode. 

• Windows-Based Script Host (WScript.exe), and Console-Based Script Host (CScript.exe): These native Windows tools can be used by 
attackers to execute malicious scripts and commands. Script starts a script to run in a command-line environment.

• Windows RegSVR32 - Registers .dll files as command components in the registry.

• Windows Scheduled Tasks - Scheduled tasks have become a popular manner of hacking Windows machines for persistence. Microsoft found 
the Russian hackers behind the SolarWinds supply chain hack were also using scheduled tasks to gain persistence on a machine.   

• Windows Psexec - PsExec is a command-line tool that allows users to execute programs and commands on remote Windows systems 
without needing to install client software on those systems. It is commonly used for remote administration, software deployment, and 
troubleshooting tasks

• Windows Management Instrumentation - Windows Management Instrumentation (WMI) is a Microsoft framework that allows for the 
management and monitoring of Windows operating systems and applications. It provides a standardized way for software and system 
components to access and manage information about the state of the operating system, hardware, and software installed on a compute.

Limit Local users from being local admins

24https://squidhacker.com/2025/04/master-lotl-in-2025-living-off-the-land-in-windows-the-ultimate-cheat-sheet/#lotl-techniques



Using Windows App Control or Applocker to block 
executables
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https://www.tenforums.com/tutorials/124008-
use-applocker-allow-block-executable-files-
windows-10-a.html

https://learn.microsoft.com/en-
us/windows/security/application-
security/application-control/app-control-for-
business/appcontrol-and-applocker-overview



The Wall of Weaknesses
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Vulnerabilities Credential
/Identity 

Risks 

Human/
User 
Error

MisconfigurationsCode and 
Application 
Weaknesses

Inadequate 
Security



The Defensive Mindset Shift
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Assume compromise is possible → focus on 
resilience, detection, and rapid recovery

Defense-in-depth remains essential; AI 
changes the speed of both attack and defense



Core Defensive Best Practices

Identity & Access Strong authentication (MFA everywhere feasible), least privilege, 
privileged access management, regular access reviews, especially for clinical systems 
and third-party vendors. 

Vulnerability, Configuration & Patch Management Prioritized patching of internet-
facing and clinical systems, secure configuration baselines, regular scanning and 
remediation tracking. Address medical device constraints realistically. 

Application & Code Security Secure development practices for internal and vendor 
applications, input validation, dependency management, and periodic 
code/architecture review for systems handling PHI. 
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Core Defensive Best Practices

Network & System Segmentation Isolate medical devices, EHR, and research 
environments; limit lateral movement; control remote access and vendor 
connections. 

Detection, Monitoring & Response Logging and monitoring tuned for 
healthcare environments, anomaly detection, incident response playbooks 
that include clinical continuity, and regular tabletop exercises.
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Prioritization 
Framework for 

Resource-
Constrained 

Teams
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Quick wins vs. longer-term 
investments

Risk-based approach: start with 
highest patient-safety and data-
exposure impact

Utilize existing tools and shared 
services where possible
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Questions?  

Title
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MassCyberCenter Team

MassCyberCenter.org 

John Petrozzelli
Director
Petrozzelli@masstech.org

Max Fathy
Senior Program Manager, 
Cybersecurity Innovation
Fathy@masstech.org

Nick Butts
Outreach Program Manager
Butts@masstech.org
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