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The Future of Reality

“Researchers predict that as 

much as 90% of online content 

may be synthetically generated 

by 2026.”

World Economic Forum



Multiple Realities

Reality is merely an illusion, albeit a very 

persistent one.
Albert Einstein
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The Future...is Now
Deepfake files surged from 500K (2023) → 8M 

(2025).

Fraud attempts spiked 3,000% in 2023, 

with 1,740% growth in North America.

Voice cloning is the top attack vector: cheap, fast, 

and convincing.

Human detection rates are just 24.5% for high-

quality video.

Deepfakes now account for 40% of all biometric 

fraud attempts.

https://deepstrike.io/blog/deepfake-statistics-2025
https://sqmagazine.co.uk/deepfake-statistics/
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Why Deepfake when you can just win!

A judge has identified what appears 
to be the first time a US plaintiff has 
attempted to hide text in court filings 
that only an artificial intelligence 
system can read in a bid to win a case.

The offending text directed any AI 
system reviewing the document to 
ensure textual outputs agreed with the 
plaintiff’s arguments, ignored prior 
denials from the court, and ensured that 
remediation would follow as the plaintiff 
desired.

https://arstechnica.com/tech-policy/2026/08/suspecting-court-of-using-ai-man-injected-prompts-in-filings-to-try-to-win-case/



Why Deepfake when you can just win!

https://arstechnica.com/tech-policy/2026/08/suspecting-court-of-using-ai-man-injected-prompts-in-filings-to-try-to-win-case/



”But wait! There’s more”
UK TV doctor Hilary Jones was deepfaked on social media pushing blood-pressure and diabetes products 
and hemp gummies he never endorsed. 

German TV physician Eckart von Hirschhausen was shown recommending a supplement that would “get rid 
of diabetes in 17 hours.” Reporting put the number of fakes of him above 2,000. Some buyers stopped 
prescribed medication for the fake product.

Full Fact found hundreds of videos impersonating clinicians and health influencers and steering people to a 
US supplements seller, Wellness Nest. Targets included pediatrician Daniel Taylor-Robinson (footage taken 
from a 2017 Public Health England talk and a parliamentary hearing), former PHE chief Duncan Selbie, Tim 
Spector, and the late Michael Mosley. Taylor-Robinson was also depicted swearing and talking about a 
made-up menopause symptom. 

In the US, the New York Times reported the same scam against practicing physicians, including family doctor 
Gemma Newman (a TikTok clip selling vitamin B12 and beetroot capsules) and cardiologist Eric Topol, whose 
likeness was used on fake Amazon books, one of which a patient bought. Stanford nutrition scientist 
Christopher Gardner found himself the face of multiple YouTube channels he did not run.
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Real or Fake?



You receive a call… and no one speaks on the other end of the line. It's 

deliberate. 

The goal: record your voice during those few seconds of silence to clone it 

with AI. In less than 10 minutes, they obtain an almost perfect copy of your 

voice. 

Then they call your loved ones, impersonating you: "Mom, I lost my phone… 

send me money urgently." 

It's already happening in France. 

Golden rule: If an unknown number calls and no one speaks → hang up 

immediately. Don't say anything. Never call back.

Impacts and Implications



"Using fake AI-generated profiles, stolen identities, and 

tools like Astrill VPN and IP-KVM devices, these 

operatives fund North Korea’s weapons programs while 

staying under the radar. 

Their tactics exploit vulnerabilities like BYOD policies, 

highlighting the growing sophistication of North Korean 

cyber operations and the urgent need for robust 

candidate vetting and geo-based login monitoring."

Impacts and Implications

Cybersecurity firm ReliaQuest
https://thehackernews.com/2025/05/ottercookie-v4-adds-vm-detection-and.html



Whoa



Iron Mind: The Art of  Deep Defense  

Identification

Recognition

Observation

Notification

Mindfulness

Investigate

Network

Diligence



Iron Mind: Defending Against 

Disinformation
Are they appealing to my emotional side?

Does it use some catchy headline

to attempt to get more visibility?

Does it misquote people? 

Does it just have false information?

Does it distort facts to discredit an 

argument against it?

Does it establish a false 

argument?

Does it present only studies that 

support its own view?

Does it misuse stats to support one 

side of the argument?



Iron Mind: Defending Against 

Voice

Background Noise

How can you verify the person independently? 

Is the voice saying something 

unusual? 

Is it asking for sensitive 

things 

like money or passwords? 

Are they Slurring Words?

Does it Sound natural?

Are their odd pauses?

Create a challenge passphrase

https://amperesec.com/newsarchive/four-ways-to-detect-a-deepfake-voice



Iron Mind: Defending Against 

Video
Are they trying to create a sense 

of urgency?

Are the eyebrows off?

Lighting sources

Why is the Glare on their 

glasses weird?

Is their blinking weird?

Are their lips moving weird?

When it doubt. Research it out. 

Pause. Think. Verify



I Know Kung Fu
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Detection

Opensource 
DeepFake detection 

software.  
 
https://github.com/
erprogs/GenConViT



https://github.com/erprogs/GenConViT

Detection



Detection

You should be 
doing this in 
interviews!

He works for a 
fake company 
called "Global 
Metrix", which 
offers recovery 
services for stolen 
crypto.



Detection

False 

Detections

https://x.com/petergyang/status/1792373427078418458

AI Detectors
Sapling AI, GPTZero, 
or Originality AI



Detection

False 

Detections

https://x.com/petergyang/status/1792373427078418458

AI Detectors
Sapling AI, GPTZero, 
or Originality AI
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The Future of Authenticity 

https://www.vice.com/en/article/wx5eyx/meet-the-ransomware-gang-behind-one-of-the-biggest-supply-chain-hacks-ever



IT’s not all Cyber!

Rudy 

Kurniawan

https://timesofindia.indiatimes.com/etimes/trending/meet-rudy-kurniawan-indonesian-man-who-sold-fake-wine-worth-35-2-million-to-the-worlds-biggest-billionaires/articleshow/130947657.cms

Indonesian man who sold 
fake wine worth $35.2 - 
150 million to the world's 
biggest billionaires



IT’s not all Cyber!

https://timesofindia.indiatimes.com/etimes/trending/meet-rudy-kurniawan-indonesian-man-who-sold-fake-wine-worth-35-2-million-to-the-worlds-biggest-billionaires/articleshow/130947657.cms

A $15.1m sale to David Doyle, the co-founder of QuestSoftware
A $5.3m sale to Brian Devine, the former CEO of Petco
A $3.1m sale to Andrew Hobson, an executive at Univision
A $2.2m sale to Andy Gordon, a Goldman Sachs partner
names of famous chateaus

On March 8, 2012, FBI agents raided Kurniawan's abode in Arcadia 
and found:
200+ old wine bottles in states of forgery
19K+ fake, artificially aged printed labels from the world's 27 rarest 
wines
Buckets full of corks, sealing wax, glue and stencils
Rubber stamps with names of famous chateaus



What is Real?



What are the cyber criminals doing…

Disinformation campaigns

Election interference

Blackmail

Bullying

Harassment

Hoaxes

Fake news

Financial fraud and scams

Nonconsensual pornography



What can Defenders do?

# 1 Work on Identity hardening 
through multi-factor authentication 
and conditional access policies.

This can help provide foundational 
protection against synthetic identity 
fraud, deepfakes and credential theft.

#2 AI-embedded detection tools 
identify synthetic content in real-
time, analyzing audio and video 
for manipulation indicators 
invisible to humans. 

Utilize Advanced Endpoint 
Detection and Response (EDR) 
systems using machine learning / 
AI to monitor devices 
continuously, identifying 
anomalous behaviors



What can Defenders do?

# 3 Proactive strategies combining 
advanced detection technologies, 
comprehensive employee training, 
and resilient incident response 
planning are a must.

#4 Security awareness training 
must evolve beyond traditional 
email phishing scenarios to 
address deepfake and phishing 
threats. 

Deepfake simulations prepare 
employees for AI-powered social 
engineering, teaching recognition 
techniques for synthetic media 
and establishing verification 
protocols for unusual requests.



What can Defenders do?

# 5 "Dodge, duck, dip, dive, and dodge”
    - Patches O’Houlihan





REALITY



Thank you

Questions? Email me! dave@NeXasure.ai
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